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UNITED STATES INTELLIGENCE BOARD
-SECURITY COMMITTEE

SECOM-D-56
2 April 1975

MEMORANDUM FOR: Security Committee Members

~ s

SUBJECT ¢ Guidelines for Sanitizing Certain Documents
o S ' Provided Select Commxttees TR

1. The attached draft guidelines on sanitization were prepared
on an expedite basis for the Chairman, USIB Ad Hoc Coord1na.t1ng Group
on Congressional Reviews. :

2, It was disseminated by the Chairman to Principals of the
Ad Hoc Group and at a meeting of the Group on 2 April 1975 it was
decided that the Principals would review the draft in coordination with
their Security Committee representatives and recommended changes
would be furnished to the members of the Security Committee.
Following this it was requested that the Security Committee meet
to consider the draft and suggested changes and prepare revised
guidelines for submission to the Ad Hoc Group at an early date.

- 3. Itis requested that the Security Committee members -
review the attached draft and be prepared to meet on the sub_]ect
matter early during the week of 7 April. :

4. It would be helpful if members called to the attention of
the Chairman or the Executive Secretary of the Securlty Committee
any major changes desired in the draft.
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GUIDELINES FOR SANITIZING CERTAIN DOCUMENTS
' PROVIDED SELECT COMMITTEES

1. The Director of Central Intelligence has recently discussed

with Senator Church the need for special consideration and treatment

- by the Se_légﬁ ,Committeé ofcertam 's'en:é'ixti»vé asé'eci:s"6£~Ei;;céiiigéhce S e =
activities' é,nd the .SengtOr haé expressed l';i.s‘ >relc-:6gnitio'nb of fhisA.ne-ec-I. |
Included in .such: matters are the videntities of sensitive sources, the
material pr.gvided to fhe United State‘s by cooperating foreign
intelligence» services, the .de-ta,ils-of techniéal devices and systems
and of operational methods, the identitieé of certa..in Venf.zployées whose
séfefy could be jeopardized if revealed, the identities of American
citizens and organizations who have cooéerated with US intrelligenceﬁ
and bsome additional materials the public disclosure‘of winich would
create serious foreigﬁ policy or national secufity probléms. Such
material should be protectéd not only from exposure but indeed the
risk of -exposure. Further, recoghition should be given to the need
to protect cértain ot}';er information which, if imprOperly disclosed,

might impair the privacy rights of individuals.
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2. One form of this special consideration may include use
of sanitization procedures to avoid the risk of exposing such matters
and at the same time satisfy the Select Committee's need for a full

understanding of the community's activities.

3. What May Be Sanitized

While it i.;s not possiblé to anticipate ail re><';lilir‘ements' which
~ may be lev"iec.i» by the Committees for dbcﬁmeﬂting, méterial-ana not
pos siblé to determine speci;fically what material s};ould be excised
from th.ese 'd.ocuments,- the .follqwing illustrations are offered in
‘cerbta.in likely catégoriééo The criteria in all c&a.ses should meet
the test‘mentioned a-"bo‘.re.

4. Collection of T.ntélligence

(2a) The Committee will probably address the matter of how
infellig.ence activlities or methods have or may impinge upo?l individual
rights. Documents éupporting re sponseé may be saﬁit_ized by removal
of idéntities of senéitive agents and informants, covert personnel,
and contracﬁal cover arrangements., A descriptive“phrase may be
substituted, i.e. » a foreign journalist, a pbliti.cal official in the

opposition party. No sanitization should be used in connection with

-2 -
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names of individuals whose employment or former employment by,
or association with a department or agency, does not remain secret

or for individuals whose present or future activities on behalf of the

department or agency do not require that previous cover arrangements

remain secret. - - : . ~ AT S

(b) ‘SomeA:;mformation mayibé requii'ed wi‘éh respect to |
techﬁica;,l intelligence systems including cryéééiogic and corﬁmunica.’ciéns
activitigs and reconnaissance capabilities. Al.rn_os"t all of such material
is currently handled in compartmenfation control ;hénnels under
various code.words or nicknames. No security threat is perceived
by release of these codenames or nicknames in dc;cur'nents. Details
of thé technical systems involved, contractual arrangéments, fﬁnding A» )
and/or names of companies or consultants whose participation was
obtained under agreement of continued secrecy ma..y‘be. excised from
documents. Any question on release of codeword material should be _
referred to the Program Maﬁager who in turn may consult with the
Director of Central Inteiligence to ensure a consistent approach in
t_hé community's sanitization procedure. While documentary samples
of intelligence obtained by technical means may be used in support of

verbal testimony, no raw product should be provided the Committees
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for retention. If absolutely required by the Committees, sanitization
of such raw product should be conducted to mask the degree of
technical capabilities.

5. Intelligence Estimates

Finished intelligence reports of departments and agé‘hchié‘g_;and‘ E

- S e P TSI S -
TR T

- estimates do not usually contain source identifications and will not - -
normally réquire sanitization. However, departments and agencies
should review such publications to ensure deletion of source identities.

6. Administration

 Information concerning the internal administration arrangements
of intelligence agencies may be requested. This may include staffing

chartswith occupant;s identified.. ) 7 e _‘___:j_::::_zi;:ientities
of personnel formerly not under covef and now functi;onin.g:: in 'a._cover E
- assignment should be delietedf_a.s well as those w}io may iﬁ the fﬁture
be considered for a cévert aséignment.
7. General
The following catggories of informa;tioﬁ or spec;.ific exa.i’_nplesI
may arise in any number of circumstances in documen‘ca.tion'_ feéﬁe sted

by the Select Committees. In all cases, serious consideration should

be given by the department or agency concerned to the necessity of
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deietion or sanitization of this type of information, prior to
providing the document.

(a) Agent or infornlanf names or operational information
revealing them. |

(b) Details which would reveal the effeqtiyezjxee:s'ﬁ of.serqxsitij\re.- ST

v methédé and techniqueds‘ (1) employed ovefseas .in hx;;'r;z_m sourcé N

'colléction, (2) employed for the physical secﬁrity proteétion of the
dep‘artment‘»s or agency's personnel or physica.l‘ eﬁyironment.

g (c) 'iThe numbers, locations, times é.nd other indications of
recruitmgnt or emplacement of peréonnel Qithin’ targetted foreign
organizations.

(d) The success or failure of recruitment attempts in any
given ta.r‘éetted foreign organization.
(e) Names of particular employees whose physical safety or
future career mighf be placed injeopardy By exposure.
(f) Foreign or US sources, official or otherwise who agreed
 to cooperate under te’rr‘ns. of explicit or implied confidentiality, who .

would be embarrassed or endangered by disclosure bof' their role.

(g) Identifying information on intelligence services in friendly

. and neutral countries.
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(h) Identifying collaborative operations between the Ur;ited
States intelligence agencies and other foreigg intelliéence lié.ison
éervices against targets within the country extvendin'g,i:he czallabo;:ations ‘
or w1th1n a Jomtly targetted thxrd country.

(1) Identx.fymg collaboratlon w1th fc;rexgnikgéverﬁy-:nents in "~
signals :.ntelhgence collectxon, particularly for arrangements Wh1ch,
if revea.led would be pohtlcally emba.rra.ssu.x.g* in thé countrles \
involved. |

-(1) identr.fs.ca.ti.on of. techn1cal 1nte111gence ;)p'erationé of hlgh
tecﬁnical vulnerability and extremely high political sensitivity.

(k) Specific identification of for‘.eign techni.c.a.l' éonectioﬁ ‘

' insta.lla.tions involving high political sensitivity iﬁ the host country.
- (1) Details or disclosure of monetary arrangeméhté with
US and foreign bénks,' inveStfnent houses, etc.; in supporf of foreign
1nte111gen§e 0perat1ons.‘ | |
(m) Spec1f1§ 1nforma.t1on on spec1al relatmnsh1ps thhv pnvate
firms established with the épproval of top corporate officials. ' This
ivnclud'es na‘més of firrﬁs or industrial a.ssociatior;s thé,t collaborat.e

in a special manner such as providing cover for foreign intelligence

operations.
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(n) Names of firms collaborating with US intelligence
agencies in collecti.on and assessment programs (especially
fho se having large foreign cliéﬁteles).

(o) Proprietary info;'mation' relating to contractors
or furni‘shgz_dv in c.onfi‘depvqc_a_g_ ‘

8. What Should Not Be Sanitized .

There are generél categories of intelligemfe activities \%rhich-
have already beén placed in the public doma.iﬁ by the mass news media
or authors with background experien;:e in intelligence departments
or agencies of the conununi;ty. Names, places, dates and events
which have been so revealed shoﬁld not be excisea if contaiﬁed in
requested documents.

There is an increasing body of infqrmatioﬁ w};zich has been
released under j:he Freedofn of Information Act . No further sanitization
of this material should be conducted unless it relates to an individual's

“rights to privacy.

9. Teéhhiques of Sanitization
Sanitization of intelligence material is usually considered the
act of phy.sical removal of the identity of a person, place or thing

from written communication with or without regard for the residual
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content. Use of a substitution device, either pseudonym or ident
is an exarnple of sanitizationiwhicn nermits intelligent continuit§
of the materlal without revealing the true identity. ‘Sanitiiatien |
does not extend to- the use of false or misleadmg s.ubstitute ma.tenal .
S —mthlscontext
. Th‘ev integrity‘of official records must be maintained. The o
following sanitization techniques apply only to copies of records.
(a) Phymeal Sanitization - Names maj be cut out and .
the residual material xeroxed and submitted to Comrnittees._b Names
may be- ma}sked with correction tape and then xeroxed. The _:;erox
| c‘opy. rnay be subtnitted to the Committees. |
(b) Names ma.y be deleted and replaced with "IDEN "
The deleted/ma.terxa.l is prov1ded on a separate IDEN hst Whlch

contains names or descriptive phrases substituted for deletxons.

(c¢) The material can be retyped or reprinted with

substitute phrases or substitute descriptions which do not revea.l

the sensitive material.

(d) Entire pages can be removed from some documents’

and replaced with a blank page carrying only reference information

-8 -
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as to the location of the sensitive material within the c‘on_’cributing
department or agency. This technique mé.y be employed when
pPhysical sanitization or excision of ma.terié.i ‘results-‘»in unintelligible
gibberish as residue. _
- »?’»—:.‘*“».-f:f:_ .".r_,j' "(e) >'-Wii-:hix.1 a ‘cétégc;ry of ‘inqui;'ylt; i'_c- m;a.y be:.;deéifai;l;. t:;” o

extract 2 complete document from requested material when the

.8

- request is brééd and all inclusive within its field. The exiéfence
~ of such a document should be made known to £he AComn‘u‘._ttees but
rétained by the agency or department for reviev} unde;r'_escorf-

of a repiesent'ative of the department or agency.

/

10. Management of Sanitization

The driginal record and a copy of the‘sa‘nitized version provided
should be readily available in all cases. Mate?ials developed ;:vith.in an
agency or department in response to requésts shiould be _reviev&red at an
appropriate level for completen’éss,‘ responsiveness and accuracy. In
the case of documents or materials of a community nature, the releése
should- be done in coordination with the departments or agencies and/m;
the Program. Manager concerned and any sa.mitization should be agreed

upon during coordination.
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This proposed use of sanitization as a special arrangement
to protect selected issues contained in material provided to Select
Committees by one agency may prove to be a futile exerci'se if n_ot

practlced in common by all pa.rt1c1patmg departments ‘and agenc:.es..

D oemms ST e .‘ R

- 'It is essentla.l to the proposal that"departments and agenmes« attemptj,

to employ the same cr1ter1a for sanitization and coordma.te as .

required. This paper can serve only as gengral_ gu1dehnes on

sanitization.
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